CYBERSECURITY IN CHINA: LEGAL RESPONSES, FIRM
COMPLIANCE AND FUTURE CHALLENGES

QIAN Jiwei

EAI Background Brief No. 1798

Cybersecurity has emerged as a critical and increasingly vital policy area given China’s
rapidly growing digital economy, presenting significant challenges for policymakers. The
country has experienced a surge in cybersecurity incidents, with over 42 million malicious
software samples detected in 2020 alone. In response, China has formulated a
comprehensive legal framework, including the Cybersecurity Law, Data Security Law and
Personal Information Protection Law. These regulations aim to strengthen national security,
protect individual privacy and ensure the integrity of critical information infrastructure. The
legal framework is based on concepts such as “data sovereignty” and uses a hierarchical
data classification system for data security. Despite substantial compliance efforts by firms
and enforcement efforts from government agencies, several challenges persist. These
include high compliance costs, varying enforcement capacities across sectors, regulatory
uncertainty due to overlapping jurisdictions among government agencies and regulatory
fragmentation across countries. The rapid pace of technological advancement, particularly
in Artificial Intelligence, continually introduces new risks and vulnerabilities.
Cybersecurity remains a priority on China’s policy agenda, as evidenced by recent calls to
strengthen the national cybersecurity system.
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French:
CYBERSECURITE EN CHINE: REPONSES LEGALES, CONFORMITE DES

ENTREPRISES ET FUTURS DEFIS

La cybersécurité est devenue un domaine politique crucial et de plus en plus vital compte
tenu de I’expansion rapide de I'économie numérique en Chine, avec des défis significatifs
pour les décideurs politiques. Le pays a connu une augmentation des incidents de
cybersécurité, avec plus de 42 millions de cas de logiciels malveillants détectés rien qu'en
2020. En réponse, la Chine a élaboré un cadre juridique complet, comprenant notamment
la Loi sur la cybersécurité, la Loi sur la sécurité des données et la Loi sur la protection des
informations personnelles. Ces réglementations visent a renforcer la sécurité nationale,
protéger la vie privée des individus et garantir l'intégrit¢ des infrastructures critiques
d'information. Le cadre juridique est fondé¢ sur des concepts tels que la "souveraineté des
données" et utilise un systeme de hiérarchisation des données pour assurer leur sécurité.
Malgré des efforts de conformité significatifs de la part des entreprises et d'application de
la part des agences gouvernementales, plusieurs défis persistent. Ceux-ci incluent des colits
de conformité élevés, des capacités de mise en ceuvre variables selon les secteurs, une
incertitude due a des compétences qui se chevauchent entre les agences gouvernementales
et une fragmentation réglementaire a travers les pays. Le rythme rapide des avancées
technologiques, en particulier en Intelligence Artificielle, introduit continuellement de
nouveaux risques et vulnérabilités. Le sujet reste une priorité sur 1'agenda politique de la
Chine, comme en témoignent les récents appels a renforcer le systéme national de
cybersécurité.



Spanish:
CIBERSEGURIDAD EN CHINA: RESPUESTAS LEGALES, CUMPLIMIENTO
EMPRESARIAL Y DESAFiOS FUTUROS

La ciberseguridad ha surgido como un area politica critica y cada vez mas vital dada la
economia digital de rapido crecimiento de China, presentando desafios significativos para
los responsables de politicas. El pais ha experimentado un aumento en los incidentes de
ciberseguridad, con mas de 42 millones de muestras de software malicioso detectadas solo
en 2020. En respuesta, China ha formulado un marco legal integral, que incluye la Ley de
Ciberseguridad, la Ley de Seguridad de Datos y la Ley de Proteccion de Informacion
Personal. Estas regulaciones tienen como objetivo fortalecer la seguridad nacional, proteger
la privacidad individual y garantizar la integridad de la infraestructura critica de
informacion. El marco legal se basa en conceptos como la “soberania de los datos” y utiliza
un sistema de clasificacion jerarquica de datos para la seguridad de los mismos. A pesar de
los esfuerzos sustanciales de cumplimiento por parte de las empresas y los esfuerzos de
aplicacion por parte de las agencias gubernamentales, persisten varios desafios. Estos
incluyen altos costos de cumplimiento, capacidades de aplicacion variables entre sectores,
incertidumbre regulatoria debido a la superposicion de jurisdicciones entre agencias
gubernamentales y fragmentacion regulatoria entre paises. El rapido ritmo de avance
tecnolodgico, particularmente en Inteligencia Artificial, introduce continuamente nuevos
riesgos y vulnerabilidades. La ciberseguridad sigue siendo una prioridad en la agenda
politica de China, como lo demuestran los recientes llamados a fortalecer el sistema
nacional de ciberseguridad.



Executive Summary

Cybersecurity, encompassing the prevention of cybercrime, data protection and
privacy safeguards, has become a critical and increasingly vital policy area given

the rapid growth of China’s digital economy.

In recent years, China has experienced a surge in cybersecurity incidents, including

data breaches, cybercrimes and legal cases related to privacy.

In response to these challenges, the Chinese state has formulated a comprehensive
legal and regulatory framework with the enactment of the Cybersecurity Law, Data

Security Law and Personal Information Protection Law.

Central to China’s policy is the concept of “data sovereignty”, which has become a
cornerstone in formulating regulations for domestically generated data,

encompassing its collection, use, storage and cross-border transfer.

The 2017 Cybersecurity Law plays a critical role in combating cybercrime by
ensuring that sensitive data remains under Chinese jurisdiction, thereby allowing for

more effective law enforcement and cybersecurity measures.

The Data Security Law, enacted in 2021, introduced a hierarchical data classification
system, categorising data into “general”, “key” and “core” levels based on their
sensitivity, potential impact on national security and severity of consequences in the

event of a data breach.

The Personal Information Protection Law, introduced in 2021, grants individuals
rights similar to those under the EU’s General Data Protection Regulation, such as

access, correction and deletion of personal data.

In recent years, government agencies have taken efforts to enforce these laws and
firms in China have made substantial efforts to comply with cybersecurity

regulations.
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Cybersecurity continues to be important in China’s policy agenda, with the July
2024 “Decision of the Central Committee on Further Deepening Reform and
Promoting Chinese-Style Modernisation” calling for the strengthening of the

national cybersecurity system.

Several challenges remain, including the substantial compliance costs businesses
face. Enforcement capacity also varies across sectors, largely depending on the
capabilities of the responsible government agencies. Regulatory fragmentation

across countries is another concern.

Additionally, the rapid pace of technological advancement, particularly in areas like

Artificial Intelligence, continually introduces new risks and vulnerabilities.
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